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What we do

* Prepare businesses and organisations to effectively
deal with cyber incidents

* Protect communities from the latest cyber threats
* Pursue cyber offenders and bring them to justice

* Prevent young people from moving into cyber
crime




Social Media




Social Media

Age Restrictions!

Facebook — 13
Snapchat—13
Instagram — 13
Twitter—17
YouTube — 13
WhatsApp — 13
Tiktok — 13

*
ALWAYS SIGN UP WITH YOUR CORRECT AGE*

ou g0

Don’t let people know which schooly

1o
- Don'ttalkto strBr(\) e{ssﬂgrré\ptter who they
say they are.’

. |fyou take a photograph of a friend, always
sk them if it’s okay to share.

. Don’t share where you live or your
telephone number







What is Online Grooming?

DO YOU KNOW WHO YOU
ARE TALKING TO???

You meet online Susan who
claims she is 13 years old
from Cumbria. You have

arranged to meet her at the

park this afternoon.

Online grooming is when
someone uses the Internet
to trick, force or pressure a
young person into meeting

them or sending
photographs to them.

This is Frank, he is 55 years
old and is an online child
groomer.




Online Grooming Facts

Methods used to groom children

. Facebook/Facebook messenger - 30.8%

Snapchat - 18.1%
. Instagram - 14.2%

. Other (incl. Twitter, Yellow, Kik) - 16.4%

Text message - 6.9%
. Verbal conversation (phone or in person) - 6.3%
Online gaming - 3.9%

. Whatsapp - 3.4%




Online Grooming

Anyone can groom another person.

A 'groomer' is someone who makes an emotional connection
with someone to try and make you do things like:

* Have unwanted conversations online or by text messages
e Send embarrassing images of yourself
* Sending videos of yourself
* Do something live on webcam
* Meet up with them in person

* They might be old, or young and any gender

D Report online @www.cumbria.police.uk

. cumbriapolice @ cumbriacops

Always call 999 in an emergency




#cyberchoices




* Deter individuals from
e getting involved in cybercrime
* moving deeper into cybercrime
* and/or from reoffending

* Cyber Choices
 for all Cyber Prevent public facing activity

* helps people make positive choices and use their cyber
skills in a legal way

www.cyberchoices.uk

@ CYBER

CHOICES



http://www.cyberchoices.uk/

Cyber Prevent

* Explain the difference between legal and illegal
cyber activity (CMA 1990)

* Encourage individuals to make informed choices
about their use of technology

» Deter and/or divert individuals away from cyber
crime (such as Cease & Desist)

* Promote legal technology opportunities

@ CYBER

CHOICES







Cyber enabled crime

Cyber-enabled Crime

Traditional crime that is committed
using technology

sell
Send me guns on

“‘:r“ey the dark
web

Everyone

is going

to laugh
at you




Cyber-dependent Crime

Technology is required to commit
the crime




Cyber crime in the news

17-year-old accused of masterminding

. s are targeting " o s
% }(l)é) [ljl%l;e;:e%i gépan 1 economy Twitter bitcoin scam

- Cyberattackers take control of
50 million Facebook accounts
British Airways hacking: Customers
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__f# Cyber criminal — Bradley Niblock

Targeted a school network as well as a Labour Party website In
the road up to an election.

Bradley operated a Twitter profile to flaunt his hacking, which
amassed 75,000 followers.

Bradley carried out a Denial of Service attack on the website for
the Labour campaign for Barrow at the 2019 General Election.
He used his Twitter platform to orchestrate the attack with other
offenders.

Niblock was also found to have unauthorised access to his
school networks.

Judge at Preston Crown Court gave Niblock eight month prison
sentence, suspended for two years, 200 hours of unpaid work

and a 3 year CBO.
15—



S J0B OFFER
> f JOB OFFER

e a8 - 5 r : il A . |
2 a ) ) L B
? y e 5} -‘_ _:_,_;=_.-.;::._. L =
4 2 = . A
= - > _‘ r"'-_ el 7 i
. b g el F- g
o . 3

To avoid making illegal #CyberChoices, there are
FOUR main things to remember...




Choosing the legal path

p

Don’t do anything that stops someone
else’s computer, network or device
working properly, without the owner’s
permission

1

Don’t access anyone else’s computer,
device, network or their accounts
without their permission

3

Don’t change the way a computer,
device, network or website works
without the owner’s permission

4

Don’t download, make or supply
anything for the purpose of
committing cyber crime



ailable educational resources

[code]cademy

(e CoderDojo

Welcome to CyberLand

Try our game below or click the button to see all of our games. :ybE

The games are currently not supported on mobile devices d’sca vEr




Referral Process

* Cyber prevent nominals

- A individual who may be of concern of being involved
within cyber criminality

* Cyber Choices Programme
- Deterrence program set up to engage with an
individual to provide a positive diversion into a career
using their skills, could include training, education
around the laws and possible work experience.

* Intervention tools




Thank youl!

cyber@cumbria.police.uk

D Report online @www.cumbria.police.uk

f .cumbriapolice @ cumbriacops

Always call 999 in an emergency
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